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Talk Outlin \

Why this talk?
— Already identifiable links to
— Future work related to p

 What Is trust?

Existing trust manageme

What kind of ergonomic g
used for its support (manag
justification for qualitative alge

* Application areas (computat| n
mathematical economics), fut

—
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The importance

* The EU commissioner Vivi
often exposes the problem ¢
trust” in e-services. .

+ Andy Wyckoff of OECD has
problem of lack of trust in the:
general. J

» Lack of trust in the web has
economical implications.



Getting to the

« Some definitions of trust.
—Trust is assured reliance on f

Denning).
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Trust mana
methodolc

>p(H | D) =p(D | H) * p(H) / p(D)
the prior probability of H before
p(D|H) is the probability that D |

probability of D
> Similarly: .
p(A | (B,C)) = p(ABC)/,
=p(B [ (AC)) *p(A| C)
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Trust manac
methodoloc

* Theory of evidence (ToE |

— Theory of evidence starts witl
possible states, called a frame
discernment ©. Within ©, exac
IS assumed to be true at any tin

— A basic probability assignment,
(called also belief mass) is a fu
— [0,1], where with each substz
mgx) IS associated, such that rr
m(<J)=0, and 2. _,e m(x)=1. ‘

— A belief mass mg(x) expres ﬁ
assigned to the set x (as a whole) ar
does not express any belief in subse
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Trust manage
methodolog

* ToE and Jgsang's logic / aI |
— Example: T

> Assume that m({T}) = 0.8, m({-T} :

m({T, °T}) =0:2;
» Then bel({T, ~TH=m({T}) +m({=T})
> bel({T})=m({T})=0.8, and bel({=T})=r

— J@sang defines trust w as a triplet
where b stands for belief, d for dis
and u for uncertainty, such that

- - - - - -~ - -~ | = ’
bix) = E mivy), dix) = 5' miv),
:.- E_x- L x IF' -'II' -'EI
- » L

ulx) =1 — (bix) + dix)),
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methodologies

(from Josang A., An Algebra for Assessing Trust in Certification Chains.

» J@sang’s logic / algebra.
— Its main contribution are various ¢
— An example - consensus:

Definition 4 C unmlsuﬂ

Ler s !' = ”',1 .rf A cd ¢ Wy = {l'.'h 4!1'!;1., ”.;"{} be apin-
ions re ;le r., elv hell f '11 (I an A J:rlf B about the same
hinary statement p. '." hen the consensus opinion held by an
imaginary agent | A B J representing both A and B is de-
fined by

ALH A, B

1, T N

r P P
_ [pAE AR AB
(b=, dy ™, ugt )

wihere

4B = (dAy B —|—rf“rf,. IH

) ,
J_“ = (udul)/ Ire"+ 1“

{?1f1—|311” bf'.u1||4ur1|r.I
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Trust manau
methodolo

+ Game theoretic approache:

— A game consists of a set of pl
of actions that are realizatio f

the set of action profiles, A; th
actions available to player I, ¢
I's utility function. -
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* Problems of the existing '
1.
2

S,

2RI
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Agents are not (always) ra.

If they are rational they (may
blems with the basic notio

Even if they do not have prok
the basic probabillity, they will
understand sophisticated mati

s trust o really something liki
n case of trust they may no

f they have preferences t X
he transitive. g
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Qualitative Alc
Modelling apprc

QAD = '=IZ_-"\_. Ar_.. G}r, =

- - | .
math. model real world
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and Qualitative

d

* Qualitative algebra: -
— At the very beginning this was
group (some 5 years ago).

— To closer model the reality, it
and we ended up with semi-grc

— Last improvements have actual
In a mathematical structure tt
algebraic nature.

 Qualitative assessment dyna
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 The basic tenets of QAD,

— More than 30% of users wou
direct trust management.

— More than 30% of users have
with conforming to the basic de
probability when it comes to tr

— More than 30% of users wo
gualitative assessment of tru [

— More than 30% of users wo
levels ordinal scale for trust a:

—To more than 30% of users trustis nota
reflexive relation. B
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Qualitative As ;'
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 The basic tenets of QAD,

— To more than 30% of users
symmetric relation.

— To more than 30% of users
transitive relation.

— To more than 30% of users th’
certain group their assessm t
generally differ from that of the

— To more than 30% of users
certain group as a whole this
equals to their assessmen
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Qualitative As ;'
Dynamics (G

* The basic tenets of QAD (H:

— More than 30% of users may
change trust assessment on &
identifiable basis. _;

¥;

—In more than 30% of users trus

initialized on a non-identifiable &

* The threshold of 30% was

identify the second most in

player” in the IT field (if su 0’{
requires certain functionali

be supported).

-n‘itﬂi‘ -----
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Qualitative A
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Q1 Q2 Q3 Q4 Q5

confidence interval'
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Qualitative Assessh
Dynamlcs (QA D

 Formal treatment of trust.

. “Weights” of links: totally sted,
partially distrusted, undecided, partially
trusted and totally trusted.



Qualitative Assessment
Dynamics (QAD)
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« Simulation example.

— Suppose an example somet‘ i
agents, where all agents are 1
about other agents Iinitially.

— All agents are initially governed
optimistic operator, except one
assessment hoping (AHO).

— In each step one agent change
operator randomly; this agen
chosen as well (all possible %
newly assigned random assessments and
operators are equally Ilkely) ) TR &
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Qualitative Assess '
Dynamics (QAD

« Simulation example.

— Running 30 simulation runs on thi
each of them taking 100 steps, t
following histogram has been obte

60%



—research of the necessary

— experimental verification of ex

2
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* More coming soon...



